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Agenda

` Trend Micro – wer sind wir?

` Mehrere Produkte für das selbe? Warum eigentlich?

` Threat of Volume - Immer mehr Bedrohungen

` Neuer, intelligenterer Ansatz

` Technische Unterschiede  
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Eine Welt, in der der Austausch
digitaler Daten absolut sicher ist

Trend Micro im Überblick

Entwicklung, Bereitstellung und 
Support flexibler und anpassbarer
Websicherheitslösungen im Kampf
gegen die sich ständig ändernden

Internet-Bedrohungen

Unsere Vision

Unsere Mission
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Unternehmensüberblick
Gegründet

Hauptsitz

Mitarbeiter

Markt

Konzernumsatz 2008

CEO | Eva Chen

USA, 1988

Tokyo, Japan

4120 

Internet Content Security

985 Millionen* Dollar

• Weltweit 10 TrendLabs Standorte und 9 Forschungszentren • Tokyoter Börse (4704)

CEO | Eva Chen

* Für 2008 rechnet Trend Micro mit Umsatzerlösen von 101.707 Million Yen 
(oder 985 Millionen Dollar bei einem Wechselkurs von 103,25 JPY = 1 USD)

M
ill

io
n

en
U

S
D

JAHRESUMSATZ



Copyright 2009   Trend Micro Inc.

10/6/2009 6Klassifizierung

Wachstumsrate im Vergleich –
Trend Micro wird auf dem Content Security Markt
immer stärker

Durchschnittliches
Wachstum in 
drei Jahren

+17.2%

+12.8%

+12.0%

Hinweis: Bei Symantec endet das Gesch� ftsjahr
im M� rz (Gewinne Ende April). Alle Angaben

stammen aus öffentlichen Quellen.
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Der Markt für Internet Content Security

· Services  · Appliances  · Software  ·

Internet Content Security

Netzwerk-
sicherheit

E-Mail-
Sicherheit

Endpunkt-
sicherheit

Internet-
Sicherheit

Firewall/VPN

UTM

NAC

Verhaltensüber
wachung

URL-Filter

Web 
Reputation

Virenschutz am 
Web-Gateway

E-Mail-
Virenschutz

Anti-Spam

Email Reputation

Verschlüsselung

Einhaltung von 
Richtlinien/

Archivierung

Client-
Virenschutz

Client-Firewall

Anti-Spyware

Zero-Day-
Schutz

Web Reputation

NAC

Data Leak 
Prevention

Verschlüsselung

PartnerPartner
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Web-Filter 
InterScan WebManager

Software als Service 
(SaaS)

SecureCloud™

Schutz vor
Internet-Bedrohungen

Web Reputation

Webbasierte
zentrale Verwaltung

Trend Micro Control Manager

Netzwerkzugriffskontrolle
Network VirusWall™

Email Reputation 
Services

Gateway-
Virenschutz
InterScan™

2-stündige 
Reaktionszeit

auf Viren
SLA

1995 1996 1997 1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

Virenschutz für
LAN-Server

ServerProtect�

Beständige Innovationen

Serverbasierter
E-Mail-Virenschutz

ScanMail�

Strategie zur
Bedrohungsbewältigung

Enterprise Protection 
Strategy (EPS)

Trend Micro
und Cisco 
Integrierte
Netzwerk-
sicherheit

Integrierte Content-
Security am Gateway 
InterScan Messaging 

Security Suite

Botnet
Identification 

Service

Unser oberstes Ziel ist die Wertschöpfung f� r unsere Kunden durch
best� ndige Innovationen

Regel-
einhaltung
Message 

Archiver und 
Email 

Encryption

Schutz vor
Datenlecks
LeakProof �

Trend Micro 
Smart 

Protection 
Network
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Lösungen f� r die jeweiligen
Marktsegmente

Privatanwender Mittelstand Großunternehmen

Client-Tools und kostenfreie Tools

Trend Micro 
Enterprise-

Sicherheitslösungen

Time2Protect
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Mehrere Produkte f� r das selbe? 
Warum eigentlich?

Unterschiedliche Anforderungen in den 
Unternehmensumgebungen
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F� r jede Umgebung das passende Produkt?

· was erwartet Sie als Kunde vom Produkt?
– granulare Einstellmöglichkeiten
– rollenbasiertes Login
– einfaches Management
– geringstmögliche Admininteraktion

· und was k� nnen Partnern leisten?
± Installationsunterst� tzung
± Security Konzept
± remote Management
± Lizenzmanagement
± „Outsourcer“
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Web Threats
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Klassifizier

Bedrohungen
– immer mehr und immer komplexer

Internet-Bedrohungen
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1.300.000 Mill. 
ausgetauschte Werbebanner

10.000.000 
gekidnappte Google Toolbar

Anfragen

100.000 Besucher 
sehen die Falschmeldung täglich

Beispiel Internetbedrohung:
FakeAV – wo das Geld auf der Strasse liegt....



Copyright 2009   Trend Micro Inc.Classification 10/6/2009 16



Copyright 2009   Trend Micro Inc.

Malware Blog - http://blog.trendmicro.com
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Klassifizier

Intelligente Suche

Smart Feedback

Schutz vor Internet-
Bedrohungen

Smart Protection Network - Neuer, 
intelligenterer Sicherheitsansatz
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Klassifizier

Wirksamerer Schutz,  
Verringerte Beeinträchtigung der Systemleistung

Lokaler Sicherheitsserver

80 % Pattern-Dateien 20% Pattern-Dateien
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Klassifizier

Smart Protection Network Smart Feedback 
- auf neue Bedrohungen schneller reagieren

KUNDEN

KUNDEN

KUNDEN

Automatisch auf sicherheitsbezogene
Ereignisse reagieren
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Klassifizier

Mit Smart Protection Network vs. ohne Smart 
Protection Network – Zusammenfassung

Mit SPN Ohne SPN

Internet-
Bedrohungen
(und Spam) 
stoppen

Bedrohungen werden
gestoppt, bevor sie das 
Unternehmen erreichen.

Bedrohungen und Spam 
dringen in das 
Unternehmen ein.

Mit anderen
Bedrohungen
Schritt halten

Schnellere Suchl� ufe und 
Updates; langfristig mini-
male Beeintr� chtigung
der Systemleistung.

Computer-Leistung
wird durch Updates 
beeintr� chtigt. 

Schneller auf 
die neuesten
Bedrohungen
reagieren

Bedrohungsinformationen
von Kunden werden
automatisch gesammelt
und als Feedback 
gesendet.

Bei der Verwendung
herk� mmlicher Quellen
kann die Flut der
Bedrohungen kaum
bew� ltigt werden.
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FILE
REPUTATION

WEB
REPUTATION

Trend Micro Smart Protection Network
Die intelligentere Art von Sicherheit

Sammlung von 
Bedrohungen

Partner

· Internet Service 
Provider

· Router
· usw.

Endpunkt

Gateway

SaaS/Verwaltet

Intern
et

Unternehmens-
f� hrung

Außerhalb des 
Netzwerks

Messaging

Bedrohungen

EMAIL
REPUTATION
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Threat Analysis
TrendLabs &

Malware Database

Email 
Reputation

IP

URL

Web
Reputation

Files

File
Reputation

Smart Protection Network – Wie funktioniert es?

TROJ_CHOST. E
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Schutz vor Angriffen � ber USB Geräte

· Problem: Malware infiziert die Rechner � ber 
die auto-install Funktion von R/W USB 
Ger� ten

· Lösung: Host Intrusion Detection (HID)
± Die Ausf� hrung der autorun.inf vom USB Ger� t 

wird unterbunden ± Ausf� hrbare Dateien k� nnen 
weiterhin durchgef� hrt werden

10/6/2009 25
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Device Control

OfficeScan 
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Verteilte dedizierte Smart Scan Server (Scan 
Server)

OfficeScan 10 – Architektur

- Optionaler eigenständiger  Smart 
Scan Server

- auch mehrere Smart Scan Server 
möglich
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Security Compliance

10/6/2009 29

OfficeScan 
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Technical 

· OfficeScan Administratoren haben die Option sich 
mit den ActiveDirectory Account an der Konsole 
anzumelden ( Domain\Logon name)

Rollenbasierte Administration
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E-Mail-Serverschutz enthalten
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Einfache Verwaltung
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Optimaler Schutz durch mehrere 
Lösungskomponenten
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Durch URL-Filter bleiben Mitarbeiter gesch� tzt

10/6/2009

7 Gruppen, 90 Kategorien
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Zusammenfassung
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Klassifizier

Æ 850 einmalige Malware-Exemplare pro Stunde (verglichen mit insgesamt 1.738 im Jahr 
1988)

Malware-Umgebung wird immer gefährlicher

Æ Schwerpunkt, Hauptinvestition

Unternehmen sind den Bedrohungen immer mehr ausgesetzt

Æ Smart Protection Network

Neuer Ansatz erforderlich

Æ Worry-Free Business Security 6.0, OfficeScan 10.0

Neue Lösungen

Trend Micro – als Sicherheitspartner die richtige Wahl
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Testen Sie unsere Lösungen!

Beziehen Sie eine 30 Tage Testversionen 
mit vollem Funktionsumfang � ber unsere 

Webseite!

http://www.trendmicro.de

Sprechen Sie uns an!
oder
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Danke f� r Ihre Zeit!
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Worry-Free Business Security 6.1

Worry-Free™ Business Security 6.0 Service Pack 1 (SP1) 

September 7, 2009 - September 30, 2009   

Worry-Free™ Business Security 6.0 Service Pack 1 (SP1) builds upon the current protection 
your small business has. Trend Micro’s safer, smarter, simpler security blocks web-based 
threats and other malware to protect your business assets and customer information. Only 

Trend Micro offers web threat protection that addresses the exponential growth of web 
threats with constant updates that won©t slow down your PCs. 

What’s new in Worry-Free Business Security ™v6.0 Service Pack 1?
· Server and client folder protection

· New MS platforms support
- Windows 7 (apply Windows 7 Logo)

- Windows 2008 R2
- Windows 2008 Foundation

- Windows VISTA SP2
· Virtualization support

- Hyper-V
- VMware Server 1.0.3/2.0.1

- VMWare Workstation 6.0/6.5 and Workstation ACE Edition 6.5
· Support Https for WRS and URL Filtering

· Smart Scan service enhancements
-Hourly update log is now available
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Worry-Free Business Security Services 3.0
Worry-Free Business Security Services 3.0 Beta Program

October 2nd, 2009 (October 12th EMEA) – November 17th, 2009 

Worry-Free Business SecurityServices 3.0 is the in-the-cloud version of traditional 
client/server security for endpoint protection. Worry-Free Business Security Services 

continues with the tradition of enabling centralized management with a single, Web-based 
console. With this hosted solution, a simpler deployment and easy setup client protection is 

at the tip of your fingers. Worry-Free Business Security Services will continue to protect 
your small business and its reputation against identity theft, risky websites, and 

overwhelming spam. This comprehensive solution also blocks web-based threats and 
malware so you can focus on your business. 

Primary Feature Overview 
l   Web Management Console with improved Management Functions

l   Scalable Server Architecture
l   Security Agent's End-Point Protection

l   Agent-Server Communication
l   Improved Agent Deployment and Installation

l   Service License Behavior
l   GUI Usability

l   Product Licensing Services (PLS) Integration 
l   Worry-Free Remote Manager Integration
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What's New in OfficeScan 10 Service Pack 1

Smart Feedback
Trend Micro Smart Feedback provides continuous communication between Trend Micro products as well 
as the companys 24/7 threat research centers and technologies. Each new threat identified from a single 
customer's routine reputation check automatically updates the Trend Micro threat databases, blocking 

any subsequent customer encounters of a given threat. By continuously processing the threat intelligence 
gathered through its extensive global network of customers and partners, Trend Micro delivers automatic, 

real-time protection against the latest threats and provides "better together"  security.  

Behavior Monitoring
Behavior monitoring enhances endpoint protection by monitoring and restricting system behavior, 

keeping security-related processes always up and running, and protecting OfficeScan client files and 
registry keys.

Additionally, enable Certified Safe Software Service to reduce the likelihood of false positive detections. 

Platform Support
This product release also supports client installations on Windows 7 build 7600.16385 and Windows 

Server� 2008 R2.

Common Firewall Driver Update
This product release enables the OfficeScan client to update the common firewall driver only after the 

client computer restarts. 
Note: This feature only supports clients upgraded from OfficeScan 8.0 SP1 and above.

Web Console Enhancements
Use the Web Console Settings screen to:

Configure the OfficeScan server to automatically update status information in the Summary screen to 
view the latest information without clicking Refresh periodically. You no longer need to configure the 

timeout settings in the ini file. 
Specify Web console timeout settings.
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http://www.computerworld.com/s/article/9138346/AV_tests_find_that_reputation_really_does_count
Computerworld 21-Sep-2009

AV tests find that reputation really does count - Robert McMillan

September 21, 2009 (IDG News Service) New reputation-based antivirus systems are doing a better job of blocking malicious software than did their 
predecessors.

That's what testing and certification company NSS Labs discovered when it looked at how good antivirus software really is at blocking Web-based 
attacks. 

NSS tested nine antivirus products by installing the software and then directing the PC to a battery of more than 3,000 Web sites that were known to 
be actively downloading malicious software to PCs. For two products -- built by Trend Micro and McAfee -- the tests took a look at how much so-

called reputation-based malware detection systems really helped block malware. These reputation systems use a variety of techniques to size up a 
program and get a sense of whether it's trustworthy.

According to NSS President Rick Moy, antivirus products that ship with reputation systems tended to do better in the tests. "Not all AV is the same,"  
he said. "There are huge differences between anti-malware products, and the reputation systems are making a considerable impact.“

With Trend Micro Internet Security and McAfee Total Protection, NSS compared how the software did with reputation-based detection turned both 
on and off. Trend Micro©s software improved by 23 percent with the system active; McAfee©s improved by 8 percent.

Trend Micro and McAfee were also the two quickest companies to protect customers from new strains of malware, NSS said.

Overall, Trend Micro Internet Security performed best in the NSS tests, catching malware 96.4 percent of the time. The number-two-ranked product, 
Kaspersky Internet Security, also uses a reputation system, although NSS wasn©t able to turn it off to see how much it helped with detection.

These reputation-measuring techniques are supposed to enhance traditional signature-based AV products. With signature detection, the antivirus 
company simply takes a kind of digital fingerprint of the code and then blocks any other program that has the same signature. 

Reputation-based detection has become an important new area for antivirus vendors, as criminals have become expert at jumbling up their 
malicious software so that digital signatures no longer work. "There©s a lot of malware being missed by the security industry because it©s being 

changed for every single visitor,"  said Carey Nachenberg, a Symantec fellow who created the company©s new reputation-based detection system. 

Trend Micro©s reputation system works because it blocks specific URLs. But reputation systems can use a variety of factors to determine whether to 
block a program. Nachenberg©s Symantec Reputation Based Security system, used by the just-released Norton Internet Security 2010, uses complex 

algorithms to figure out a program©s reputation. (This version wasn©t available when NSS conducted its tests.) 

In essence, it©s a lot like the film-rating system of NetFlix, making a prediction based on a number of factors. How long has the program been 
around? Where did it come from? How many people use it? "All these pieces of information can be correlated together and used to drive a 

reputation rating for every piece of software,"  Nachenberg said.

The top 4 consumer AV products, as rated by NSS based on the percentage of malware caught, were as follows:

1) Trend Micro Internet Security 2009 / 96.4%
2) Kaspersky Internet Security 2009 / 87.8%

3) Norton Internet Security 2009 / 81.8%
4) McAfee Total Protection Suite 2009 / 81.6%


