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— A standard (e.g., PCI DSS)

 Policies and Procedures

* ldentification of data that can and cannot be stored
— Point in time assessment

— Output: Documentation

&
— Layered approach
— Address up-to-date threats — always improving
— Tuned to your environment

— Continuous, 24x7 process
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Traditional Approach
* Firewall/IPS at the Perimeter
* AV, HIDS/HIPS on the Endpoint

This approach leaves a soft underbelly through which out-
of-policy and infected endpoints can easily gain access.
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and creating costly cleanup.

A network can be taken over
In minutes or in months...
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» Associate a user identity with every
endpoint on your network

 Track user behavior

) » Enforce policy based on specific users

/ Identity or user groups

» Seamless integration with existing
credential stores

* Measure health and compliance
status of every endpoint on the
network

* Robust reporting tracks historical
compliance data

* Flexible tiered enforcement

Network / |
Access Compliance )
Control

device
» Zero-day threat detection
» L2-L7 behavioral policy enforcement
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® Host firewall
® Whether the
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® Device type

® Operating system

® User identity

® Operating system patch status

¢ Anti-virus status

status

device is known or unknown
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® Past policy compliance and threat history
® Entrance via a wired or wireless connection
® Active services on the endpoint

® Instant messagin

® File transfer protocol services

® Peer-to-peer networking)

P2 Trustw

Infarmation Security & Compl ance






Network
Access
Control e
(NAC)
o
o =
o > I * * 8
. j
* | &
& &
o /* *

w2 Trustwave
nformation Security & Compl ance




Network
Access
Control e
(NAC)
¢ 5 &
& I &
o
& & & '
¢ 5 . * &
o * &
& & I

w2 Trustwave
nformation Security & Compl ance




% % % 5 %'- $

57&  + 57& 4
~ 2.2 - 71

~- 221 578 ((
~ 222 111

- 223 114

— 224 — +
57& 1 _ 124

- ol ~ 12.5.2

- 92 —~ 1295
57& 3

- 6.1

Copyright Trustwave 2009




& , & & : ! #"$

Copyright Trustwave 2009







